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Online Safety Policy and Procedures
Broad Aims
To raise and enhance educational standards, to support the professional work of staff and to enhance the school’s management information and business administration systems. 
To develop E-safety awareness for staff, pupils and parents. 
To ensure safe and appropriate use of new technologies.

To give pupils opportunities to engage with digital technology safely and confidently.
Entitlement

The internet and other digital and information technologies are powerful tools, which open up new opportunities for everyone. Electronic communication helps teachers and pupils learn from each other. These technologies can stimulate discussion, promote creativity and increase awareness of context to promote effective learning. Children at Boltons should have an entitlement to safe internet access at all times. The school broadband and online suppliers are Lancashire Education Digital Services and Cumberland Schools ICT Support. 
Rationale
 Studies and government projects have indicated the benefits to be gained through the appropriate use of the Internet in education. New technologies are now an integral part of children’s lives and, as such, are powerful tools that can open up new opportunities for us all. 
These benefits include:

· Access to world-wide educational resources, including virtual museums and art galleries.
· Inclusion in government initiatives.
· Information sharing and cultural exchanges between students world-wide.
· Up to date news and current events.
· Cultural, social and leisure use.
· Expert information in many fields for pupils and staff.
· Staff professional development-access to educational materials and good curriculum practice.
· Communication with the advisory and support services, professional associations and colleagues.
· Exchange of curriculum and administration data with the LA and DfE.
· Access to remote education.

While the use of technology has been shown to raise educational standards and promote pupil achievement there are also inherent risks within and outside the school. Some dangers children may face include:

· Access to illegal, harmful or inappropriate images and materials.

· Unauthorised access, loss or inappropriate sharing of personal information.

· Grooming via internet contact.

·  Targeted by extremists to promote or encourage radicalisation.

· Child sexual exploitation.

· Cyber-bullying.

· Access to unsuitable games/sites.

· Sharing of images without consent.

· Communication with strangers.

·  Inaccurate information.

· Social and emotional development issues linked to overuse.

· Access to gaming/gambling sites

As with all other risks it is impossible to eliminate these risks entirely, but it is important, through educational provision, to provide procedures that are reviewed, implemented and updated regularly and that build pupils’ resilience so that they are able to identify and deal with the risks they are faced with.
This policy should be read in conjunctions with the following school policies:

· Child Protection Policy

· Data Protection Policy

· Behaviour and Anti-Bullying Policy

· Code of Conduct for Staff

· Health and Safety Policy
· Home-School Agreement

· Allegations Against Staff

· Remote Learning Policy

Roles and Responsibilities
Governors

The role of the Governors (Online safety/digital link governor is Mr Stephen Proud) is to:

· ensure a member of the Governing Body is elected to the role of Online Safety/Digital link Governor who should then lead on relevant governance requirements below;

· ensure an appropriate senior member of staff from the School Leadership Team (SLT) is appointed to the role of DSL with lead responsibility for safeguarding and child protection (including online safety and an understanding of the filtering and monitoring systems and processes in place) with the appropriate status, authority, time, funding, training, resources, and support.  The DSL or an alternative member of SLT should be given the role of Digital technology lead;

· ensure an effective digital technology strategy is in place which is monitored and reviewed annually (see DfE Digital leadership and governance standards);

· ensure other roles and responsibilities are appropriately allocated to staff and third parties, e.g. external service providers in order to meet the DfE Digital and technology standards;

· ensure that systems are in place to meet the requirements of the DfE Cyber security standards.  Schools must have a Cyber security and resilience strategy in place which is supported by an appropriate Cyber Response Plan;

· ensure online safety is a running and interrelated theme whilst devising and implementing policies and procedures;

· approve the Online Safety Policy and procedures, reviewing its effectiveness e.g. through Governors or a Governor Sub-committee receiving regular information about online safety incidents and monitoring reports and making use of the UK Council for Internet Safety (UKCIS) guide Online safety in schools and colleges: Questions from the Governing Board;

· ensure that appropriate filters and appropriate monitoring systems are in place, but also consider how ‘over-blocking’ may lead to unreasonable restrictions on what pupils can be taught in relation to online teaching and safeguarding;

· ensure that the SLT and all staff have an awareness and understanding of the procedures and processes in place to manage filtering and monitoring and how to escalate concerns when identified;

· ensure all governors and trustees receive appropriate training on online safety which, amongst other things, includes an understanding of the expectations, applicable roles and responsibilities in relation to filtering and monitoring in relation to school owned IT devices;

· ensure that the school follows all current online safety advice (including that for online filtering and monitoring) to keep both pupils and staff safe;

· support the school in encouraging parents and the wider community to become engaged in online safety activities;

· have regular reviews with the Designated Safeguarding Lead (DSL)/Digital technology lead (DTL) and incorporate online safety into standing discussions of safeguarding at Governors meetings (including incident logs, adverse monitoring reports, change control logs etc.)

· ensure that where the Digital technology lead is not the named DSL or deputy DSL, there is regular review and open communication between these roles and that the DSL’s clear overarching responsibility for online safety as a whole is not compromised;

· work with the Data Protection Officer (DPO), DSL and Head teacher to ensure a UK GDPR compliant framework for storing data, helping to ensure that child protection is always at the forefront and data protection processes support careful and legal sharing of information;

· check that school is making good use of information and support (Annex B – Further information which forms part of Keeping Children Safe in Education);

· ensure that all staff undertake regular updated safeguarding training, including online safety training, in line with advice from the Local Safeguarding Children’s Partnerships (LSCP), and that it is integrated, aligned, and considered as part of the whole school safeguarding approach and wider staff training and curriculum planning;

· recognise that a one size fits all educational approach may not be appropriate for all children, and a more personalised or contextualised approach for more vulnerable children, victims of abuse and some SEND children might be needed;

· ensure pupils are taught how to keep themselves safe, including online as part of providing a broad and balanced curriculum with clear procedures on the use of mobile technology.

Head Teacher

The Head teacher has overall responsibility for online safety provision and is the school’s online safety co-ordinator. The head teacher will:

· Take responsibility for data and data security.

· Ensure an approved, filtered internet service, which complies with current statutory requirements is used. 
· ensure that  all staff have an awareness and understanding of the procedures and processes in place to manage filtering and monitoring and how to escalate concerns when identified;

· ensure all governors  receive appropriate training on online safety which, amongst other things, includes an understanding of the expectations, applicable roles and responsibilities in relation to filtering and monitoring in relation to school owned IT devices;

· ensure that the school follows all current online safety advice (including that for cloud based systems and online filtering and monitoring) to keep both pupils and staff safe;
· ensure the school implements and makes effective use of appropriate ICT systems and services including school-safe filtering and monitoring, protected email systems and that all technology including cloud systems are implemented according to child-safety first principles;

· Ensure staff receive suitable online safety training.

· Have systems in place to record and monitor concerns.

· Incorporate online safety into GB meetings

· Monitor any concerns and take appropriate action.

· Be aware of procedures to be followed in the event of a serious online safety incident or an allegation against an adult.

· Promote awareness and commitment to e-safety.

· Ensure e-safety education is embedded across the school.

· Be aware of emerging online safety issues and legislation.

· Ensure that appropriate controls are in place to protect data held on pupils.

· Ensure access to the school network is password protected.

· Ensure that users’ access to data is controlled.

· Monitor use of school email communications.

· Ensure user accounts are disabled once the member of school has left.

· Manage and update the content of the school website. 

· Monitor website content that is uploaded by members of staff.    

· Ensure virus protection software is up to date.

· Regularly back up and review the security of the School Information Management System (SIMS).

· To ensure personal data is destroyed and that redundant ICT equipment is disposed of responsibly.

· Ensure that alll staff who work directly with children read and understand KCSiE Part one (which includes Annex B).  The DSL, Head teacher and other members of the SLT must read and understand the whole of Keeping Children Safe in Education
· Ensure that knowledge of risks is cascaded and understood
· take responsibility for liaising with the Governors in order to achieve their obligations in meeting the DfE digital and technology standards, particularly as they relate to cyber security and filtering and monitoring and ensuring the Governors are regularly updated on progress towards the standards;

· ensure that online safety is appropriately monitored and reviewed by undertaking an annual review of the school’s approach to online safety, supported by an annual review of the risk assessment that considers and reflects the risks the children face.  We will use appropriate tools for this purpose such as the LGfL online safety audit.

· take responsibility for formulating the school’s Cyber security resilience strategy and Cyber response plan in liaison with the Online Safety Governor and other third party providers.  
Designated Safeguarding Lead (DSL)

The DSL may delegate certain online safety duties e.g. to the DTL, but not the day-to-day responsibility; this assertion and all quotes below are taken from Keeping Children Safe in Education.  Where the Digital technology lead is not the named DSL or deputy DSL, he/she must be a member of the Senior Leadership team and there must be a regular review and open communication between these roles to ensure that the DSL’s clear overarching responsibility for online safety is not compromised.  
The Designated Safeguarding Lead/Digital technology Lead will:

· have strategic oversight of all digital technology and how it fits with the school development plan;

· create and manage the digital technology strategy led by the needs of staff and pupils, not the technology itself;

· help all staff to embed digital technology that meets staff and pupil needs;

· take lead responsibility for safeguarding and child protection (including online safety and understanding the filtering and monitoring systems and processes in place);

· be the first point of contact for any concerns the wider staff and other adults working in the school may have in relation to child protection and online safety harmful behaviour e.g. sharing nude and/or semi-nude images and/or videos/online challenges or hoaxes and refer to the UKCIS guidance Sharing nudes and semi-nudes: how to respond to an incident and the DfE Guidance Harmful online challenges and online hoaxes;

· ensure an effective digital technology strategy is in place that empowers the school to protect and educate the whole school community in their use of technology and establish mechanisms to identify, intervene in and escalate any incident where appropriate;

· source innovative ways to promote an awareness and commitment to online safety throughout the school community with strong focus on parents, who are often appreciative of school support in this area, but also including ‘hard-to-reach’ parents;

· liaise with other agencies in line with Working together to Safeguard Children statutory guidance;

· have an understanding of the unique risks associated with online safety (including an understanding of the filtering and monitoring systems and processes in place in the school) and be confident that they have the relevant knowledge and up to date capability required to keep children safe whilst they are online at school and to support other adults in doing so;
· ensure that online safety education is embedded in line with DfE guidance Teaching Online Safety in schools across the curriculum (e.g. by use of the UKCIS framework ‘Education for a Connected World’ and the ProjectEVOLVE - Education for a Connected World Resources) and beyond, in the wider school community;

· work with the Head teacher, Data Protection Officer, Governors, and the school ICT technical staff to ensure a DPA compliant framework for storing data, helping to ensure that child protection is always at the fore and data protection processes support careful and legal sharing of information;

· keep up to date with the latest local and national trends in online safety;

· review and update this Policy and procedures, other online safety documents (e.g. Acceptable Use Agreements) and the strategy on which they are based (in line with Policies and procedures for behaviour and child protection) and submit for review on a regular basis to the Governors/Trustees;

· liaise with school technical, pastoral, and support staff as appropriate;

· communicate regularly with SLT and the designated online safety Governor/committee to discuss current issues (anonymised), review incident logs and filtering/change control logs;

· ensure that all staff are aware of the procedures that need to be followed in the event of an online safety incident and that these are logged in the same way as any other child protection incident;

· oversee and discuss ‘appropriate filtering and monitoring' with Governors in order to meet the DfE Filtering and monitoring standards (both physical and technical) and ensure staff are aware of its necessity;

· ensure the DfE guidance on sexual violence and sexual harassment (particularly online) (Part five - Keeping Children Safe in Education) is followed throughout the school and that staff adopt a zero-tolerance approach to this as well as to bullying (in all its forms) generally;

· facilitate training and advice for staff and others working in the school to ensure that:

· all staff who work directly with children must read and understand KCSiE Part one (which includes Annex B).  The DSL, Head teacher, Safeguarding Governor and other members of the SLT must read and understand the whole of Keeping Children Safe in Education
· knowledge of risks and opportunities is cascaded throughout the organisation;

· be aware of emerging online safety issues and legislation, and of the potential for serious child protection issues to arise from:

· sharing of personal data;

· access to illegal/inappropriate materials;

· inappropriate online contact with adults/strangers;

· potential or actual incidents of grooming;

· cyberbullying and the use of social media.

All Staff
It is responsibility of all staff to:

· Read and promote the school’s online safety policy and procedures.

· Adhere to acceptable use procedures.

· Be aware of online safety issues related to the use of mobiles, cameras and other hand-held devices and implement school procedures in relation to the use of these.
· Report any concerns or misuse of school equipment.

· Ensure online safety issues are addressed in lessons and all activities where technology is used.

· Supervise and guide pupils adequately when engaged in ICT activity.
· Ensure internet use in lessons is pre-planned and that sites have been checked by staff to ensure content is suitable and accurate.

· Make pupils aware of copyright laws.

· Update relevant sections of the school website.

· Staff are aware of pupils who may need closer supervision or extra support because of additional needs. 
· read and understand Part one and the appendix of Keeping Children Safe in Education
Pupils
Key responsibilities to:
· Use ICT in school in line with the acceptable use policy.

· Contribute to the review of the school acceptable use policy.

· Know what action to take if faced with unsuitable or inappropriate materials/images/content.

· Know and understand school policy on use of mobiles, cameras and hand-held devices.

· Understand the importance of online safety.

Parents  
Key responsibilities to:
· Support the school in promoting online safety.

· Consult school if they have concerns about their child’s use of technology.

· Support the school’s approach to online safety by not posting online any images or text that could upset, offend or threaten the safety of any member of the school community or bring the school into disrepute. (This statement is shared with parents through the home school agreement)
· Work with school should any online incidents occur.

Training
We ensure that staff know how to send and receive sensitive information and personal data and understand the need for data encryption. All staff receive training on online safety and all staff are reminded at annual safeguarding Inset about the need for online safety. Online safety and safe use of technology forms part of staff induction. We offer information evenings for parents on online safety and information is also provided through newsletters. The home school agreement makes specific reference to online safety. Regular sessions are provided in school for pupils and the teaching of safe practices and procedures are embedded in all units of work in ICT.   

Use of Digital and Video Images
Staff, pupils and parents need to be aware of the risks associated with sharing images and with posting digital images online. The school will inform users about these risks and will implement procedures to reduce the likelihood of the potential for harm.

· We annually gain parental permission for the use of digital photographs or video.

· Parents must agree to, by opting in, the use of images on the school website and Facebook page.

· We do not identify pupils in online photographic materials; this includes on the school website.
· We only post images of groups of children and not individuals.

· Staff inform pupils about the risks associated with the taking, sharing and distribution of images. 
· Pupils are taught they should not post or share images without permission.

· Digital images are only recorded and stored on school provided equipment.

· Staff personal use of social networking and social media is discussed as part of staff induction and annually at staff Inset.
Managing Access and Filtering  
Whilst considering our responsibility to safeguard and promote the welfare of children and provide them with a safe environment in which to learn we (the Governors, SLT and staff) will do all we reasonably can to limit children’s exposure to online safety risks from the school’s IT system.  As part of this process, we will ensure that the school has appropriate filtering and monitoring systems in place and will regularly review their effectiveness.  

By making use of an appropriate risk assessment, the school will work towards meeting the obligations set out in the DfE filtering and monitoring standards which set out that schools should:

· identify and assign roles and responsibilities to manage filtering and monitoring systems. 

· review filtering and monitoring provision at least annually. 

· block harmful and inappropriate content without unreasonably impacting teaching and learning. 

· have effective monitoring strategies in place that meet their safeguarding needs 

The Governors will review the standards and discuss with IT staff and service providers what more needs to be done to support the school in meeting the standards.

· Internet access is a necessary part of planned lessons.  It is an entitlement for pupils based on responsible use.
· Pupils will be supervised and will use age appropriate search engines and online tools and online activities will be teacher directed. 
· Parents will be informed that pupils will be provided with supervised Internet access where it is important to their education.
· Children are made aware of links that may be followed and these are checked by staff.

· Staff may use the school ICT system for professional purposes only.

· At all times internet access is supervised by the teacher who is in the room with the children.  Purple Mash is used which is designed for children.   
· The school’s broadband access includes filtering that is appropriate to age and maturity of pupils.
· The School’s Broadband Team, BT Lancashire and the Cumbria Internet Services work with school to ensure filtering procedures are reviewed and updated regularly. 
· A firewall is in place to filter content.

· Use of mobile phones and other personal devices by pupils is not permitted in school or on any off site visits.
· Procedures are in place to report any breaches of filtering.

· Pupils are made aware of what action to take if they discover unsuitable sites.

· Any materials that school believes to be illegal will be reported to CEOP and Cumbria Police.

· Parents are made aware that pupils may access the Internet as part of supervised lessons.

· The school will audit ICT use to establish if the Online Safety Policy is adequate and its implementation is appropriate. 

· Staff will check that the sites selected for pupil use are appropriate to the age and maturity of pupils; all staff pre-select and add to favourites’ pages websites that they intend children to use.

· Staff will monitor sites for any unacceptable material.

· Staff will monitor the effectiveness of Internet access strategies.
· When using online video conferencing facilities, 2 members of staff are present when interacting with the children and clear rules of use have been shared with families and children; these re recapped at the beginning of any online teaching sessions. 

Data Protection
Personal data will be recorded, processed, transferred and made available according to Data Protection Act 1998 and GDPR 2018, which states that personal data must be:

· Fairly and lawfully processed.

· Processed for limited purposes.

· Adequate, relevant and not excessive.

· Accurate
· Kept no longer than necessary

· Stored securely
· Processed in accordance with data subject’s rights

· Adequately protected or encrypted when transferred to others.

· Data stored on USB devices is password protected.
More information on this can be found in the school’s Data Protection Policy.

Staff ensure that they are ‘logged off’ at the end of any session in which personal data is being used; all computers/laptops have screen savers for when units are not in use.
Effective Learning 

· Internet access will be planned to enrich and extend learning activities as an integrated aspect of the curriculum.
· Pupils will be given clear objectives for Internet use.
· Pupils will be provided with relevant and suitable Web sites and links.
· Pupils will be educated in taking responsibility for Internet access.
· Pupils will be informed that checks can be made on files held on the system.
· Pupils using the Internet will be supervised all the time.
· Internet access and filtering software is purchased from an LA approved supplier: this provides a service designed for pupils and includes filtering appropriate to the age of the pupils.
· The school will work with the LA and the Internet Service Provider to ensure systems to protect pupils are reviewed and improved.

· Pupils will be informed that nude/semi nude images are not appropriate to share.

Effective Teaching

The breadth of issues classified within online safety is considerable, but can be categorised into four areas of risk known as the 4Cs: 

· Content: being exposed to illegal, inappropriate, or harmful content, for example: pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation, and extremism. 

· Contact: being subjected to harmful online interaction with other users; for example: peer to peer pressure, commercial advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, criminal, financial, or other purposes. 

· Conduct: personal online behaviour that increases the likelihood of, or causes, harm; for example, making, sending, and receiving explicit images (e.g. consensual and non-consensual sharing of nudes and semi-nudes and/or pornography, sharing other explicit images and online bullying; and 

· Commerce: risks such as online gambling, inappropriate advertising, phishing and/or financial scams. 

· Pupils will be taught to validate information before accepting it as true, an important aspect of higher levels of subject teaching.
· When copying materials from the Web, pupils will observe copyright.
· Pupils will be made aware that the writer of an E-mail or the author of a Web page may not be the person claimed.
· Pupils will be taught to expect a wider range of content, both in level and in audience, than is found in the school library or on TV.
· Pupils will be encouraged to tell a teacher immediately if they encounter any material that makes them feel uncomfortable.

· Pupils are taught about cyberbullying and its effects. Full details of how school deals with any occurrences of this are set out in the school’s Behavior Policy.
· E Safety is taught explicitly at the start of each half term.
· Pupils will be taught that some information and images are not appropriate for sharing. 

Remote Education

Expired legislation which led to the Remote Education (England) Temporary Continuity (No.2) direction no longer has effect, but the DfE expects schools to maintain their capabilities to deliver high quality remote education in cases where it is not possible or contrary to government guidance for some or all pupils to attend face-to-face education.
Our priority will always be to deliver high-quality face-to-face education to all pupils. Remote education will only ever be considered as a short-term measure and as a last resort where in person attendance is not possible.

This might include:

· occasions when the headteacher decides that it is not possible for us to open safely, or that opening would contradict guidance from local or central government

· occasions when individual pupils, for a limited duration, are unable to physically attend school but are able to continue learning, for example pupils with an infectious illness.

In these circumstances pupils will have access to remote education as soon as we reasonably can in proportion to the length of absence and disruption to their learning. The school has separate remote learning policy and provides information to parents about online safety and how to protect data during any periods of remote learning.
Cyber security and resilience

It is vital that the school understand our vulnerabilities in relation to potential cyber-attacks and breaches, regularly review our existing defences and take the necessary steps to protect our networks.  As well as having a current and cohesive Cyber Response Plan in place, there are several measures that we can implement to help to improve our IT security and mitigate the risk of a cyber attack.
Managing Cyberbullying

Cyber-bullying will not be tolerated and all incidents that are reported to school will be recorded and investigated.
· Any person affected by cyber-bullying would be advised to keep records as evidence.

· Pupils, staff and parents would be expected to work with the school to resolve any issues.
· Sanctions will be agreed and implemented depending on the nature of the incident. Sanctions available include: counselling; parents informed; removal of Internet access; referral to police. 

· Police will always be informed if a criminal offence is suspected.  

Managing Mobiles and Personal Devices
The use of mobiles or other personal devices, by pupils in school is not permitted; this includes residential visits and other school trips. School staff may confiscate mobiles or personal devices if these are brought to school or on trips by pupils.

Staff are not permitted to use mobiles or personal devices to take photos or videos of pupils and will only use work provided equipment for this purpose. Mobiles or personally owned devices will not be used during teaching periods unless permission has been given in emergency circumstances.  

Where a member of staff is required to use a personal mobile for school duties, for instance in an emergency during off site activities, then they are encouraged to hide their number by using 141. 

Responding To Incidents of Concern
· At Boltons School there is strict monitoring and application of the Online Safety Policy.

· The Head teacher will record all reported incidents and actions taken in the school online safety log.

· The DSL will be informed of any online safety incidents involving child protection concerns and these will be escalated appropriately.

· Online safety incidents will be managed in accordance with the school’s policy on behavior.

· Parents will be informed about any incidents as required.

· After any investigation school will debrief and identify any lessons to be learned and implement any changes as required.

· If school thinks illegal activity has taken place then the Safeguarding Hub and Police would be informed.
· If school is unsure about how best to proceed then the Safeguarding Hub would be contacted. 

Complaints
The school will take all reasonable precautions to ensure online safety. However, due to the global and connected nature of Internet content, it is not possible to guarantee that access to unsuitable material will never occur via a school computer. Neither the school, the Governors nor the LA can accept liability for the material accessed, or any consequences resulting from Internet use. 

· Complaints about the misuse of online systems will be dealt with under the school’s complaints policy.
· Complaints about cyberbullying will be dealt with in accordance with the Behaviour and Anti- Bullying Policy.
· Complaints related to child protection are dealt with in accordance with the Child Protection Policy.
· Any complaints about staff misuse will be referred to the Head teacher.
· All online safety complaints and incidents will be recorded, including any actions taken.
All staff including teachers, supply staff, classroom assistants and support staff, will be provided with the Online Safety Policy, and its importance explained.
Parents’ attention will be drawn to the Policy in newsletters and on the school website.

Acceptable Use Policies will be reviewed by staff and pupils annually and displayed prominently in all classrooms.
Established December 2000
This policy will be reviewed annually.

February 2011 – Minor changes

November 2011 – Minor changes
January 2013- Rewritten

February 2014 – Changes

February 2015 – Minor changes
February 2016 – Minor Changes
March 2017- Rewritten

March 2018- No changes

March 2019- No Changes

March 2020- Minor Changes

March 2021 – Minor changes. 

March 2022- No Changes

September 2023- Changes

March 2024- No Changes

March 2025- Changes

March 2026- No Changes

USEFUL LINKS

· CEOP (Child Exploitation and Online Protection Centre)
· Childline
· Childnet
· Internet Watch Foundation (IWF)
· Cumbria Safeguarding Children Partnership (Cumbria SCP)
· Virtual Global Taskforce — Report Abuse
· Information Commissioner’s Office (ICO)
· Better Internet for Kids
· Cyberbullying.org
· UK Safer Internet Centre (UKSIC)

· UK Council for Internet Safety (UKCIS)

· Wise Kids
· Teem
· Family Online Safety Institute (FOSI)

· e-safe Education (Smoothwall)

· Facebook Advice to Parents
· Get safe online - Test your online safety skills
These rules help us to stay safe on the Internet.

Think then Click
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	We only use the Internet when an adult is with us.
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	We can click on the buttons or links when we know what they do
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	We can search the internet with an adult.
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	We always ask if we get lost on the Internet.
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	At home we ask mums and dads to help us use the internet.
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	We tell an adult if we see something we do not like or are not sure about.


	Think then Click
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	We ask permission before using the Internet and only use it when an adult is present.
	

	
	
	We only use websites that our teacher has approved.
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	We immediately close any webpage we don’t like and tell an adult.
	

	
	
	We only use email at home with our parents’ permission. 
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	We do not click any unchecked links and ignore ‘pop ups.’
	

	
	
	We never give out a home address or phone number.
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	We never arrange to meet anyone we don’t know.
	

	
	
	We do not share our passwords or usernames.
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	We never use Internet chat rooms.
	

	
	
	We do not download anything without permission.
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Review school Online Safety Policy and procedures; record actions in Online Safety incident log and implement any changes in the future.









